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MONITORS

Incidents (Expanded View)

Security Intelligence Home

Incidents

O

-

Cleared Incidents

Incident Id

274341

274341

274341

274341

270930

270930

270930

270930

270930

270549

270549

270549

270549

269388

269388

269388

269388

269388

269388

269388

269388

269388

269388

269388

269388

Host

\EST1983

\EST1983

\EST1983

\EST1983

\GALAXY

\GALAXY

\GALAXY

\GALAXY

\GALAXY

\GALAXY

\GALAXY

\GALAXY

\GALAXY

\GALAXY

\GALAXY

\GALAXY

\GALAXY

\GALAXY

\GALAXY

\GALAXY

\GALAXY

\GALAXY

\GALAXY

\GALAXY

\GALAXY

ACTIVITIES

Target Login

QA.DENNIS
QA.DENNIS
QA.DENNIS

QA.DENNIS

santhoshiRSA

santhoshiRSA

santhoshiRSA

santhoshiRSA

santhoshiRSA

XYPRO.EBURRESS

XYPRO.EBURRESS

XYPRO.EBURRESS

XYPRO.EBURRESS

TESLAQA.QC
TESLAQA.QC
TESLAQA.QC
TESLAQA.QC
TESLAQA.QC
TESLAQA.QC
TESLAQA.QC
TESLAQA.QC
TESLAQA.QC
TESLAQA.QC
TESLAQA.QC

TESLAQA.QC

APPLIANCE SENTRY

Successful log on after multiple failed log on attempts

COMPLIANCE

Failed

Subject Login

QA.DENNIS
QA.DENNIS
QA.DENNIS
QA.DENNIS
NULL.NULL
NULL.NULL
NULL.NULL
NULL.NULL
NULL.NULL
SUPER.SUPER
SUPER.SUPER
SUPER.SUPER
SUPER.SUPER
QA.XSTQC
QA.XSTQC
QA.XSTQC
QA.XSTQC
QA.XSTQC
QA.XSTQC
QA.XS51QC
QA.XSTQC
QA.XSTQC
QA.XS51QC
QA.XS51QC

QA.XSTQC

33 66

IP Address

10.10.10.63
10.10.10.63
10.10.10.63
10.10.10.63
10.1.1.68
10.1.1.68
10.1.1.68
10.1.1.68

10.1.1.68

10.50.50.110
10.50.50.110
10.50.50.110
10.50.50.110
10.50.50.110
10.50.50.110
10.50.50.110
10.50.50.110
10.50.50.110
10.50.50.110
10.50.50.110

10.50.50.110

m 2020-01-19 (UTC) to &= 2020-02-19 (UTC)

QA.DENNIS
TESLAQA.QC

XYPRO.EBURRESS

Record LCT

2020-05-29 09:17:36.021266
2020-05-29 09:17:43.624577
2020-05-29 09:18:06.538203
2020-05-29 09:18:24.914535
2020-05-22 08:46:47.606520
2020-05-22 08:52:22.767889
2020-05-22 08:52:59.626528
2020-05-22 08:54:41.028888
2020-05-22 09:04:30.204815
2020-05-22 01:21:56.382359
2020-05-22 01:23:25.82867/3
2020-05-22 01:28:24.8655/8
2020-05-22 01:34:31.951534
2020-05-21 07:32:27.236803
2020-05-21 07:32:27.352582
2020-05-21 07:32:27.468404
2020-05-21 07:32:27.596107
2020-05-21 07:32:27.743971
2020-05-21 07:32:27.875626
2020-05-21 07:32:28.00337/8
2020-05-21 07:32:28.139028
2020-05-21 07:32:28.294795
2020-05-21 07:32:28.434689
2020-05-21 07:32:28.558222

2020-05-21 07:32:28.698113

45 75 125

Detected (UTC)

2020-05-29 16:20:28.000
2020-05-29 16:20:28.000
2020-05-29 16:20:28.000
2020-05-29 16:20:28.000
2020-05-21 23:06:37.000
2020-05-21 23:06:37.000
2020-05-21 23:06:37.000
2020-05-21 23:06:37.000
2020-05-21 23:06:37.000
2020-05-21 15:36:42.000
2020-05-21 15:36:42.000
2020-05-21 15:36:42.000
2020-05-21 15:36:42.000
2020-05-20 22:01:02.000
2020-05-20 22:01:02.000
2020-05-20 22:01:02.000
2020-05-20 22:01:02.000
2020-05-20 22:01:02.000
2020-05-20 22:01:02.000
2020-05-20 22:01:02.000
2020-05-20 22:01:02.000
2020-05-20 22:01:02.000
2020-05-20 22:01:02.000
2020-05-20 22:01:02.000

2020-05-20 22:01:02.000

Incident Id

Detected (LCT)

2020-05-29 09:20:28.000

2020-05-29 09:20:28.000

2020-05-29 09:20:28.000

2020-05-29 09:20:28.000

2020-05-21

2020-05-21

2020-05-21

2020-05-21

2020-05-21

2020-05-21

2020-05-21

2020-05-21

2020-05-21

16:06:37.000

16:06:37.000

16:06:37.000

16:06:37.000

16:06:37.000

08:36:42.000

08:36:42.000

08:36:42.000

08:36:42.000

2020-05-20 15:01:02.000

2020-05-20 15:01:02.000

2020-05-20 15:01:02.000

2020-05-20 15:01:02.000

2020-05-20 15:01:02.000

2020-05-20 15:01:02.000

2020-05-20 15:01:02.000

2020-05-20 15:01:02.000

2020-05-20 15:01:02.000

2020-05-20 15:01:02.000

2020-05-20 15:01:02.000

2020-05-20 15:01:02.000

- 2 3 Last

o R



) \§ DASHBOARD

MONITORS ACTIVITIES APPLIANCE SENTRY COMPLIANCE

m 2020-01-19 (UTC) to = 2020-02-19 (UTC)

Incidents (Expanded View)

Security Intelligence Home Successful log on after multiple failed log on attempts

Failed log on attempts

Since last log on (14 days) v
1 Day T\
1 2 3456 7 8 9101 121314
7 Days NS
Incidents Cleared Incidents 14 Days " filter by... Incident Id 0 5
O Incident Id Host Target Login 30 Days N7 | IP Address Record LCT Detected (UTC) v | Detected (LCT) o

274341 \EST1983 QA.DENNIS Last log on (14 days) ’\/\/\J 10.10.710.63 2020-05-29 09:17:36.021266 2020-05-29 16:20:28.000 2020-05-29 09:20:28.000
274341 \EST1983 QA.DENNIS QA.DENNIS 10.10.10.63 2020-05-29 09:17:43.624577 2020-05-29 16:20:28.000 2020-05-29 09:20:28.000
274341 \EST1983 QA.DENNIS QA.DENNIS 10.10.10.63 2020-05-29 09:18:06.538203 2020-05-29 16:20:28.000 2020-05-29 09:20:28.000
274341 \EST1983 QA.DENNIS QA.DENNIS 10.10.10.63 2020-05-29 09:18:24.914535 2020-05-29 16:20:28.000 2020-05-29 09:20:28.000
270930 \GALAXY santhoshiRSA NULL.NULL 10.1.1.68 2020-05-22 08:46:47.606520 2020-05-21 23:06:37.000 2020-05-21 16:06:37.000
270930 \GALAXY santhoshiRSA NULL.NULL 10.1.1.68 2020-05-22 08:52:22.767889 2020-05-21 23:06:37.000 2020-05-21 16:06:37.000
270930 \GALAXY santhoshiRSA NULL.NULL 10.1.1.68 2020-05-22 08:52:59.626528 2020-05-21 23:06:37.000 2020-05-21 16:06:37.000
270930 \GALAXY santhoshiRSA NULL.NULL 10.1.1.68 2020-05-22 08:54:41.028888 2020-05-21 23:06:37.000 2020-05-21 16:06:37.000
270930 \GALAXY santhoshiRSA NULL.NULL 10.1.1.68 2020-05-22 09:04:30.204815 2020-05-21 23:06:37.000 2020-05-21 16:06:37.000
270549 \GALAXY XYPRO.EBURRESS SUPER.SUPER 2020-05-22 01:21:56.382359 2020-05-21 15:36:42.000 2020-05-21 08:36:42.000
270549 \GALAXY XYPRO.EBURRESS SUPER.SUPER 2020-05-22 01:23:25.828673 2020-05-21 15:36:42.000 2020-05-21 08:36:42.000
270549 \GALAXY XYPRO.EBURRESS SUPER.SUPER 2020-05-22 01:28:24.865578 2020-05-21 15:36:42.000 2020-05-21 08:36:42.000
270549 \GALAXY XYPRO.EBURRESS SUPER.SUPER 2020-05-22 01:34:31.951534 2020-05-21 15:36:42.000 2020-05-21 08:36:42.000
269388 \GALAXY TESLAQA.QC QA.XS1QC 10.50.50.7110 2020-05-21 07:32:27.236803 2020-05-20 22:01:02.000 2020-05-20 15:01:02.000
269388 \GALAXY TESLAQA.QC QA.XS1QC 10.50.50.110 2020-05-21 07:32:27.352582 2020-05-20 22:01:02.000 2020-05-20 15:01:02.000
269388 \GALAXY TESLAQA.QC QA.XS51QC 10.50.50.110 2020-05-21 07:32:27.468404 2020-05-20 22:01:02.000 2020-05-20 15:01:02.000
269388 \GALAXY TESLAQA.QC QA.XS1QC 10.50.50.110 2020-05-21 07:32:27.596107/ 2020-05-20 22:01:02.000 2020-05-20 15:01:02.000
269388 \GALAXY TESLAQA.QC QA.XS1QC 10.50.50.7110 2020-05-21 07:32:27.743971 2020-05-20 22:01:02.000 2020-05-20 15:01:02.000
269388 \GALAXY TESLAQA.QC QA.XS1QC 10.50.50.110 2020-05-21 07:32:27.875626 2020-05-20 22:01:02.000 2020-05-20 15:01:02.000
269388 \GALAXY TESLAQA.QC QA.XS51QC 10.50.50.110 2020-05-21 07:32:28.003378 2020-05-20 22:01:02.000 2020-05-20 15:01:02.000
269388 \GALAXY TESLAQA.QC QA.XS1QC 10.50.50.110 2020-05-21 07:32:28.139028 2020-05-20 22:01:02.000 2020-05-20 15:01:02.000
269388 \GALAXY TESLAQA.QC QA.XS1QC 10.50.50.110 2020-05-21 07:32:28.294/795 2020-05-20 22:01:02.000 2020-05-20 15:01:02.000
269388 \GALAXY TESLAQA.QC QA.XST1QC 10.50.50.110 2020-05-21 07:32:28.434689 2020-05-20 22:01:02.000 2020-05-20 15:01:02.000
269388 \GALAXY TESLAQA.QC QA.XST1QC 10.50.50.110 2020-05-21 07:32:28.558222 2020-05-20 22:01:02.000 2020-05-20 15:01:02.000
269388 \GALAXY TESLAQA.QC QA.XS1QC 10.50.50.110 2020-05-21 07:32:28.698113 2020-05-20 22:01:02.000 2020-05-20 15:01:02.000

ll 2| 3 | Last 25 v



) \§ DASHBOARD

MONITORS ACTIVITIES APPLIANCE SENTRY COMPLIANCE

m 2020-01-19 (UTC) to = 2020-02-19 (UTC)

Incidents (Expanded View)

Security Intelligence Home Successful log on after multiple failed log on attempts

Failed log on attempts

.
5 days ago v
1 Day T\ I
1 2 3 4|5|6 7 8 9 101 12 13 14
7 Days NS —

Incidents Cleared Incidents 14 Days " filter by... Incident Id 0 5
O Incident Id Host Target Login 30 Days N7 | IP Address Record LCT Detected (UTC) v | Detected (LCT) o
274341 \EST1983 QA.DENNIS Last log on (14 days) ’\/\/\J 10.10.10.63 2020-05-29 09:17:36.021266 2020-05-29 16:20:28.000 2020-05-29 09:20:28.000
274341 \EST1983 QA.DENNIS QA.DENNIS 10.10.10.63 2020-05-29 09:17:43.624577 2020-05-29 16:20:28.000 2020-05-29 09:20:28.000
274341 \EST1983 QA.DENNIS QA.DENNIS 10.10.10.63 2020-05-29 09:18:06.538203 2020-05-29 16:20:28.000 2020-05-29 09:20:28.000
274341 \EST1983 QA.DENNIS QA.DENNIS 10.10.10.63 2020-05-29 09:18:24.914535 2020-05-29 16:20:28.000 2020-05-29 09:20:28.000
270930 \GALAXY santhoshiRSA NULL.NULL 10.1.1.68 2020-05-22 08:46:47.606520 2020-05-21 23:06:37.000 2020-05-21 16:06:37.000
270930 \GALAXY santhoshiRSA NULL.NULL 10.1.1.68 2020-05-22 08:52:22.767889 2020-05-21 23:06:37.000 2020-05-21 16:06:37.000
270930 \GALAXY santhoshiRSA NULL.NULL 10.1.1.68 2020-05-22 08:52:59.626528 2020-05-21 23:06:37.000 2020-05-21 16:06:37.000
270930 \GALAXY santhoshiRSA NULL.NULL 10.1.1.68 2020-05-22 08:54:41.028888 2020-05-21 23:06:37.000 2020-05-21 16:06:37.000
270930 \GALAXY santhoshiRSA NULL.NULL 10.1.1.68 2020-05-22 09:04:30.204815 2020-05-21 23:06:37.000 2020-05-21 16:06:37.000
270549 \GALAXY XYPRO.EBURRESS SUPER.SUPER 2020-05-22 01:21:56.382359 2020-05-21 15:36:42.000 2020-05-21 08:36:42.000
270549 \GALAXY XYPRO.EBURRESS SUPER.SUPER 2020-05-22 01:23:25.828673 2020-05-21 15:36:42.000 2020-05-21 08:36:42.000
270549 \GALAXY XYPRO.EBURRESS SUPER.SUPER 2020-05-22 01:28:24.865578 2020-05-21 15:36:42.000 2020-05-21 08:36:42.000
2705489 \GALAXY XYPRO.EBURRESS SUPER.SUPER 2020-05-22 01:34:31.951534 2020-05-21 15:36:42.000 2020-05-21 08:36:42.000
269388 \GALAXY TESLAQA.QC QA.XS1QC 10.50.50.110 2020-05-21 07:32:27.236803 2020-05-20 22:01:02.000 2020-05-20 15:01:02.000
269388 \GALAXY TESLAQA.QC QA.XS1QC 10.50.50.110 2020-05-21 07:32:27.352582 2020-05-20 22:01:02.000 2020-05-20 15:01:02.000
269388 \GALAXY TESLAQA.QC QA.XS1QC 10.50.50.110 2020-05-21 07:32:27.468404 2020-05-20 22:01:02.000 2020-05-20 15:01:02.000
269388 \GALAXY TESLAQA.QC QA.XS1QC 10.50.50.110 2020-05-21 07:32:27.596107/ 2020-05-20 22:01:02.000 2020-05-20 15:01:02.000
269388 \GALAXY TESLAQA.QC QA.XS1QC 10.50.50.110 2020-05-21 07:32:27.743971 2020-05-20 22:01:02.000 2020-05-20 15:01:02.000
269388 \GALAXY TESLAQA.QC QA.XS1QC 10.50.50.110 2020-05-21 07:32:27.875626 2020-05-20 22:01:02.000 2020-05-20 15:01:02.000
269388 \GALAXY TESLAQA.QC QA.XS1QC 10.50.50.110 2020-05-21 07:32:28.0033/8 2020-05-20 22:01:02.000 2020-05-20 15:01:02.000
269388 \GALAXY TESLAQA.QC QA.XS1QC 10.50.50.110 2020-05-21 07:32:28.139028 2020-05-20 22:01:02.000 2020-05-20 15:01:02.000
269388 \GALAXY TESLAQA.QC QA.XS1QC 10.50.50.110 2020-05-21 07:32:28.294/795 2020-05-20 22:01:02.000 2020-05-20 15:01:02.000
269388 \GALAXY TESLAQA.QC QA.XS51QC 10.50.50.110 2020-05-21 07:32:28.434689 2020-05-20 22:01:02.000 2020-05-20 15:01:02.000
269388 \GALAXY TESLAQA.QC QA.XS1QC 10.50.50.110 2020-05-21 07:32:28.558222 2020-05-20 22:01:02.000 2020-05-20 15:01:02.000
269388 \GALAXY TESLAQA.QC QA.XS1QC 10.50.50.110 2020-05-21 07:32:28.698113 2020-05-20 22:01:02.000 2020-05-20 15:01:02.000

ll 2| 3 | Last 25 v



AKX

Incidents (Expanded View)

Security Intelligence Home

Incidents

O

DASHBOARD

MONITORS

ACTIVITIES

Cleared Incidents

Incident Id

274341

274341

274341

274341

270930

270930

270930

270930

270930

270549

270549

270549

270549

269388

269388

269388

269388

269388

269388

269388

269388

269388

269388

269388

269388

Host

\EST1983

\EST1983

\EST1983

\EST1983

\GALAXY

\GALAXY

\GALAXY

\GALAXY

\GALAXY

\GALAXY

\GALAXY

\GALAXY

\GALAXY

\GALAXY

\GALAXY

\GALAXY

\GALAXY

\GALAXY

\GALAXY

\GALAXY

\GALAXY

\GALAXY

\GALAXY

\GALAXY

\GALAXY

Target Login

QA.DENNIS
QA.DENNIS
QA.DENNIS
QA.DENNIS
santhoshiRSA
santhoshiRSA
santhoshiRSA
santhoshiRSA
santhoshiRSA
XYPRO.EBURRESS
XYPRO.EBURRESS
XYPRO.EBURRESS
XYPRO.EBURRESS
TESLAQA.QC
TESLAQA.QC
TESLAQA.QC
TESLAQA.QC
TESLAQA.QC
TESLAQA.QC
TESLAQA.QC
TESLAQA.QC
TESLAQA.QC
TESLAQA.QC
TESLAQA.QC

TESLAQA.QC

APPLIANCE SENTRY

COMPLIANCE

Successful log on after multiple failed log on attempts

Failed

Subject Login

QA.DENNIS
QA.DENNIS
QA.DENNIS
QA.DENNIS
NULL.NULL
NULL.NULL
NULL.NULL
NULL.NULL

NULL.NULL

SUPER.SUPER

SUPER.SUPER

SUPER.SUPER

SUPER.SUPER

QA.XSTQC
QA.XSTQC
QA.XSTQC
QA.XSTQC
QA.XSTQC
QA.XS1QC
QA.XS51QC
QA.XSTQC
QA.XSTQC
QA.XS51QC
QA.XS51QC

QA.XSTQC

66

IP Address

10.10.10.63
10.10.10.63
10.10.10.63
10.10.10.63
10.1.1.68
10.1.1.68
10.1.1.68
10.1.1.68

10.1.1.68

10.50.50.110
10.50.50.110
10.50.50.110
10.50.50.110
10.50.50.110
10.50.50.110
10.50.50.110
10.50.50.110
10.50.50.110
10.50.50.110
10.50.50.110

10.50.50.110

100

m 2020-01-19 (UTC) to = 2020-02-19 (UTC)

QA.DENNIS
TESLAQA.QC
XYPRO.EBURRESS

Record LCT

2020-05-29 09:17:36.021266
2020-05-29 09:17:43.624577
2020-05-29 09:18:06.538203
2020-05-29 09:18:24.914535
2020-05-22 08:46:47.606520
2020-05-22 08:52:22.767889
2020-05-22 08:52:59.626528
2020-05-22 08:54:41.028888
2020-05-22 09:04:30.204815
2020-05-22 01:21:56.382359
2020-05-22 01:23:25.82867/3
2020-05-22 01:28:24.8655/8
2020-05-22 01:34:31.951534
2020-05-21 07:32:27.236803
2020-05-21 07:32:27.352582
2020-05-21 07:32:27.468404
2020-05-21 07:32:27.596107
2020-05-21 07:32:27.743971
2020-05-21 07:32:27.875626
2020-05-21 07:32:28.00337/8
2020-05-21 07:32:28.139028
2020-05-21 07:32:28.294795
2020-05-21 07:32:28.434689
2020-05-21 07:32:28.558222

2020-05-21 07:32:28.698113

45 75 125

—' ¥
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Detected (UTC)

2020-05-29 16:20:28.000
2020-05-29 16:20:28.000
2020-05-29 16:20:28.000
2020-05-29 16:20:28.000
2020-05-21 23:06:37.000
2020-05-21 23:06:37.000
2020-05-21 23:06:37.000
2020-05-21 23:06:37.000
2020-05-21 23:06:37.000
2020-05-21 15:36:42.000
2020-05-21 15:36:42.000
2020-05-21 15:36:42.000
2020-05-21 15:36:42.000
2020-05-20 22:01:02.000
2020-05-20 22:01:02.000
2020-05-20 22:01:02.000
2020-05-20 22:01:02.000
2020-05-20 22:01:02.000
2020-05-20 22:01:02.000
2020-05-20 22:01:02.000
2020-05-20 22:01:02.000
2020-05-20 22:01:02.000
2020-05-20 22:01:02.000
2020-05-20 22:01:02.000

2020-05-20 22:01:02.000

v

Incident Id

Detected (LCT)

2020-05-29 09:20:28.000
2020-05-29 09:20:28.000
2020-05-29 09:20:28.000
2020-05-29 09:20:28.000

2020-05-21 16:06:37.000

2020-05-21

2020-05-21

2020-05-21

2020-05-21

2020-05-21

2020-05-21

2020-05-21

2020-05-21

16:06:37.000

16:06:37.000

16:06:37.000

16:06:37.000

08:36:42.000

08:36:42.000

08:36:42.000

08:36:42.000

2020-05-20 15:01:02.000

2020-05-20 15:01:02.000

2020-05-20 15:01:02.000

2020-05-20 15:01:02.000

2020-05-20 15:01:02.000

2020-05-20 15:01:02.000

2020-05-20 15:01:02.000

2020-05-20 15:01:02.000

2020-05-20 15:01:02.000

2020-05-20 15:01:02.000

2020-05-20 15:01:02.000

2020-05-20 15:01:02.000

- 2 3 Last

o R



) \§ DASHBOARD

MONITORS ACTIVITIES APPLIANCE SENTRY COMPLIANCE

m 2020-01-19 (UTC) to = 2020-02-19 (UTC)

Incidents (Expanded View)

Security Intelligence Home Successful log on after multiple failed log on attempts

Failed log on attempts

Since last log on (14 days) v

Last attempt on

5.29.2020 at 9:177AM by QA.DENNIS 1 2 3456 7 8 9101 121314
Incidents Cleared Incidents filter by... Incident Id 10
O Incident Id Host Target Login Subject Login IP Address Record LCT Detected (UTC) v Detected (LCT) v
274341 \EST1983 QA.DENNIS QA.DENNIS 10.10.10.63 2020-05-29 09:17:36.021266 2020-05-29 16:20:28.000 2020-05-29 09:20:28.000
274341 \EST1983 QA.DENNIS QA.DENNIS 10.10.10.63 2020-05-29 09:17:43.624577 2020-05-29 16:20:28.000 2020-05-29 09:20:28.000
274341 \EST1983 QA.DENNIS QA.DENNIS 10.10.10.63 2020-05-29 09:18:06.538203 2020-05-29 16:20:28.000 2020-05-29 09:20:28.000
274341 \EST1983 QA.DENNIS QA.DENNIS 10.10.10.63 2020-05-29 09:18:24.914535 2020-05-29 16:20:28.000 2020-05-29 09:20:28.000
270930 \GALAXY santhoshiRSA NULL.NULL 10.1.1.68 2020-05-22 08:46:47.606520 2020-05-21 23:06:37.000 2020-05-21 16:06:37.000
270930 \GALAXY santhoshiRSA NULL.NULL 10.1.1.68 2020-05-22 08:52:22.767889 2020-05-21 23:06:37.000 2020-05-21 16:06:37.000
270930 \GALAXY santhoshiRSA NULL.NULL 10.1.1.68 2020-05-22 08:52:59.626528 2020-05-21 23:06:37.000 2020-05-21 16:06:37.000
270930 \GALAXY santhoshiRSA NULL.NULL 10.1.1.68 2020-05-22 08:54:41.028888 2020-05-21 23:06:37.000 2020-05-21 16:06:37.000
270930 \GALAXY santhoshiRSA NULL.NULL 10.1.1.68 2020-05-22 09:04:30.204815 2020-05-21 23:06:37.000 2020-05-21 16:06:37.000
270549 \GALAXY XYPRO.EBURRESS SUPER.SUPER 2020-05-22 01:21:56.382359 2020-05-21 15:36:42.000 2020-05-21 08:36:42.000
270549 \GALAXY XYPRO.EBURRESS SUPER.SUPER 2020-05-22 01:23:25.82867/3 2020-05-21 15:36:42.000 2020-05-21 08:36:42.000
270549 \GALAXY XYPRO.EBURRESS SUPER.SUPER 2020-05-22 01:28:24.8655/8 2020-05-21 15:36:42.000 2020-05-21 08:36:42.000
270549 \GALAXY XYPRO.EBURRESS SUPER.SUPER 2020-05-22 01:34:31.951534 2020-05-21 15:36:42.000 2020-05-21 08:36:42.000
269388 \GALAXY TESLAQA.QC QA.XS1QC 10.50.50.110 2020-05-21 07:32:27.236803 2020-05-20 22:01:02.000 2020-05-20 15:01:02.000
269388 \GALAXY TESLAQA.QC QA.XST1QC 10.50.50.110 2020-05-21 07:32:27.352582 2020-05-20 22:01:02.000 2020-05-20 15:01:02.000
269388 \GALAXY TESLAQA.QC QA.XSTQC 10.50.50.110 2020-05-21 07:32:27.468404 2020-05-20 22:01:02.000 2020-05-20 15:01:02.000
269388 \GALAXY TESLAQA.QC QA.XS1QC 10.50.50.110 2020-05-21 07:32:27.596107/ 2020-05-20 22:01:02.000 2020-05-20 15:01:02.000
269388 \GALAXY TESLAQA.QC QA.XS1QC 10.50.50.110 2020-05-21 07:32:27.743971 2020-05-20 22:01:02.000 2020-05-20 15:01:02.000
269388 \GALAXY TESLAQA.QC QA.XSTQC 10.50.50.110 2020-05-21 07:32:27.875626 2020-05-20 22:01:02.000 2020-05-20 15:01:02.000
269388 \GALAXY TESLAQA.QC QA.XS1QC 10.50.50.110 2020-05-21 07:32:28.0033/8 2020-05-20 22:01:02.000 2020-05-20 15:01:02.000
269388 \GALAXY TESLAQA.QC QA.XST1QC 10.50.50.110 2020-05-21 07:32:28.139028 2020-05-20 22:01:02.000 2020-05-20 15:01:02.000
269388 \GALAXY TESLAQA.QC QA.XST1QC 10.50.50.110 2020-05-21 07:32:28.294795 2020-05-20 22:01:02.000 2020-05-20 15:01:02.000
269388 \GALAXY TESLAQA.QC QA.XSTQC 10.50.50.110 2020-05-21 07:32:28.434689 2020-05-20 22:01:02.000 2020-05-20 15:01:02.000
269388 \GALAXY TESLAQA.QC QA.XSTQC 10.50.50.110 2020-05-21 07:32:28.558222 2020-05-20 22:01:02.000 2020-05-20 15:01:02.000
269388 \GALAXY TESLAQA.QC QA.XST1QC 10.50.50.110 2020-05-21 07:32:28.698113 2020-05-20 22:01:02.000 2020-05-20 15:01:02.000

ll 2| 3 | Last 25 v



) \§ DASHBOARD

MONITORS ACTIVITIES APPLIANCE SENTRY COMPLIANCE

m 2020-01-19 (UTC) to = 2020-02-19 (UTC)

Incidents (Expanded View)

Security Intelligence Home Successful log on after multiple failed log on attempts

Failed log on attempts

-

5 days ago v

Last attempt on I

5.29.2020 at 9:177AM by QA.DENNIS 1 2 3 4|5/6 7 8 9101 121314

Incidents Cleared Incidents filter by... Incident Id 10
O Incident Id Host Target Login Subject Login IP Address Record LCT Detected (UTC) v Detected (LCT) v

274341 \EST1983 QA.DENNIS QA.DENNIS 10.10.10.63 2020-05-29 09:17:36.021266 2020-05-29 16:20:28.000 2020-05-29 09:20:28.000
274341 \EST1983 QA.DENNIS QA.DENNIS 10.10.10.63 2020-05-29 09:17:43.624577 2020-05-29 16:20:28.000 2020-05-29 09:20:28.000
274341 \EST1983 QA.DENNIS QA.DENNIS 10.10.10.63 2020-05-29 09:18:06.538203 2020-05-29 16:20:28.000 2020-05-29 09:20:28.000
274341 \EST1983 QA.DENNIS QA.DENNIS 10.10.10.63 2020-05-29 09:18:24.914535 2020-05-29 16:20:28.000 2020-05-29 09:20:28.000
270930 \GALAXY santhoshiRSA NULL.NULL 10.1.1.68 2020-05-22 08:46:47.606520 2020-05-21 23:06:37.000 2020-05-21 16:06:37.000
270930 \GALAXY santhoshiRSA NULL.NULL 10.1.1.68 2020-05-22 08:52:22.767889 2020-05-21 23:06:37.000 2020-05-21 16:06:37.000
270930 \GALAXY santhoshiRSA NULL.NULL 10.1.1.68 2020-05-22 08:52:59.626528 2020-05-21 23:06:37.000 2020-05-21 16:06:37.000
270930 \GALAXY santhoshiRSA NULL.NULL 10.1.1.68 2020-05-22 08:54:41.028888 2020-05-21 23:06:37.000 2020-05-21 16:06:37.000
270930 \GALAXY santhoshiRSA NULL.NULL 10.1.1.68 2020-05-22 09:04:30.204815 2020-05-21 23:06:37.000 2020-05-21 16:06:37.000
270549 \GALAXY XYPRO.EBURRESS SUPER.SUPER 2020-05-22 01:21:56.382359 2020-05-21 15:36:42.000 2020-05-21 08:36:42.000
270549 \GALAXY XYPRO.EBURRESS SUPER.SUPER 2020-05-22 01:23:25.82867/3 2020-05-21 15:36:42.000 2020-05-21 08:36:42.000
270549 \GALAXY XYPRO.EBURRESS SUPER.SUPER 2020-05-22 01:28:24.8655/8 2020-05-21 15:36:42.000 2020-05-21 08:36:42.000
270549 \GALAXY XYPRO.EBURRESS SUPER.SUPER 2020-05-22 01:34:31.951534 2020-05-21 15:36:42.000 2020-05-21 08:36:42.000
269388 \GALAXY TESLAQA.QC QA.XS1QC 10.50.50.110 2020-05-21 07:32:27.236803 2020-05-20 22:01:02.000 2020-05-20 15:01:02.000
269388 \GALAXY TESLAQA.QC QA.XST1QC 10.50.50.110 2020-05-21 07:32:27.352582 2020-05-20 22:01:02.000 2020-05-20 15:01:02.000
269388 \GALAXY TESLAQA.QC QA.XSTQC 10.50.50.110 2020-05-21 07:32:27.468404 2020-05-20 22:01:02.000 2020-05-20 15:01:02.000
269388 \GALAXY TESLAQA.QC QA.XS1QC 10.50.50.110 2020-05-21 07:32:27.596107/ 2020-05-20 22:01:02.000 2020-05-20 15:01:02.000
269388 \GALAXY TESLAQA.QC QA.XS1QC 10.50.50.110 2020-05-21 07:32:27.743971 2020-05-20 22:01:02.000 2020-05-20 15:01:02.000
269388 \GALAXY TESLAQA.QC QA.XSTQC 10.50.50.110 2020-05-21 07:32:27.875626 2020-05-20 22:01:02.000 2020-05-20 15:01:02.000
269388 \GALAXY TESLAQA.QC QA.XS1QC 10.50.50.110 2020-05-21 07:32:28.0033/8 2020-05-20 22:01:02.000 2020-05-20 15:01:02.000
269388 \GALAXY TESLAQA.QC QA.XST1QC 10.50.50.110 2020-05-21 07:32:28.139028 2020-05-20 22:01:02.000 2020-05-20 15:01:02.000
269388 \GALAXY TESLAQA.QC QA.XST1QC 10.50.50.110 2020-05-21 07:32:28.294795 2020-05-20 22:01:02.000 2020-05-20 15:01:02.000
269388 \GALAXY TESLAQA.QC QA.XSTQC 10.50.50.110 2020-05-21 07:32:28.434689 2020-05-20 22:01:02.000 2020-05-20 15:01:02.000
269388 \GALAXY TESLAQA.QC QA.XSTQC 10.50.50.110 2020-05-21 07:32:28.558222 2020-05-20 22:01:02.000 2020-05-20 15:01:02.000
269388 \GALAXY TESLAQA.QC QA.XST1QC 10.50.50.110 2020-05-21 07:32:28.698113 2020-05-20 22:01:02.000 2020-05-20 15:01:02.000
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AKX

Incidents (Expanded View)

Security Intelligence Home

Incidents

O

DASHBOARD

Cleared Incidents

Incident Id

274341

274341

274341

274341

270930

270930

270930

270930

270930

270549

270549

270549

270549

269388

269388

269388

269388

269388

269388

269388

269388

269388

269388

269388

269388

MONITORS

ACTIVITIES

APPLIANCE SENTRY

COMPLIANCE

Successful log on after multiple failed log on attempts

Host

\EST1983

\EST1983

\EST1983

\EST1983

\GALAXY

\GALAXY

\GALAXY

\GALAXY

\GALAXY

\GALAXY

\GALAXY

\GALAXY

\GALAXY

\GALAXY

\GALAXY

\GALAXY

\GALAXY

\GALAXY

\GALAXY

\GALAXY

\GALAXY

\GALAXY

\GALAXY

\GALAXY

\GALAXY

Failed log on attempts

Since last log on

Target Login
QA.DENNIS
QA.DENNIS
QA.DENNIS
QA.DENNIS
santhoshiRSA
santhoshiRSA
santhoshiRSA
santhoshiRSA
santhoshiRSA
XYPRO.EBURRESS
XYPRO.EBURRESS
XYPRO.EBURRESS
XYPRO.EBURRESS
TESLAQA.QC
TESLAQA.QC
TESLAQA.QC
TESLAQA.QC
TESLAQA.QC
TESLAQA.QC
TESLAQA.QC
TESLAQA.QC
TESLAQA.QC
TESLAQA.QC
TESLAQA.QC

TESLAQA.QC

Subject Login

QA.DENNIS
QA.DENNIS
QA.DENNIS
QA.DENNIS
NULL.NULL
NULL.NULL
NULL.NULL
NULL.NULL

NULL.NULL

1

2 3 4 5 6 7 8 9 10 T

IP Address

10.10.10.63
10.10.10.63
10.10.10.63
10.10.10.63
10.1.1.68
10.1.1.68
10.1.1.68
10.1.1.68

10.1.1.68

SUPER.SUPER

SUPER.SUPER

SUPER.SUPER

SUPER.SUPER

QA.XSTQC
QA.XSTQC
QA.XSTQC
QA.XSTQC
QA.XSTQC
QA.XSTQC
QA.XSTQC
QA.XSTQC
QA.XSTQC
QA.XS51QC
QA.XS51QC

QA.XSTQC

10.50.50.110

10.50.50.110

10.50.50.110

10.50.50.110

10.50.50.110

10.50.50.110

10.50.50.110

10.50.50.110

10.50.50.110

10.50.50.110

10.50.50.110

10.50.50.110

12 13 14

m 2020-01-19 (UTC) to = 2020-02-19 (UTC)

Last attempt on

5.29.2020 at 9:17AM by QA.DENNIS

Record LCT

2020-05-29 09:17:36.021266

2020-05-29 09:17:43.624577

2020-05-29 09:18:06.538203

2020-05-29 09:18:24.914535

2020-05-22 08:46:47.606520

2020-05-22 08:52:22.767889

2020-05-22 08:52:59.626528

2020-05-22 08:54:41.028888

2020-05-22 09:04:30.204815

2020-05-22 01:21:56.382359

2020-05-22 01:23:25.82867/3

2020-05-22 01:28:24.8655/8

2020-05-22 01:34:31.951534

2020-05-21

2020-05-21

2020-05-21

2020-05-21

2020-05-21

2020-05-21

2020-05-21

2020-05-21

2020-05-21

2020-05-21

2020-05-21

2020-05-21

07:32:27.236803

07:32:27.352582

07:32:27.468404

07:32:27.596107

07:32:27.743971

07:32:27.875626

07:32:28.0033/8

07:32:28.139028

07:32:28.294795

07:32:28.434689

07:32:28.558222

07:32:28.698113

Detected (UTC)

2020-05-29 16:20:28.000
2020-05-29 16:20:28.000
2020-05-29 16:20:28.000
2020-05-29 16:20:28.000
2020-05-21 23:06:37.000
2020-05-21 23:06:37.000
2020-05-21 23:06:37.000
2020-05-21 23:06:37.000
2020-05-21 23:06:37.000
2020-05-21 15:36:42.000
2020-05-21 15:36:42.000
2020-05-21 15:36:42.000
2020-05-21 15:36:42.000
2020-05-20 22:01:02.000
2020-05-20 22:01:02.000
2020-05-20 22:01:02.000
2020-05-20 22:01:02.000
2020-05-20 22:01:02.000
2020-05-20 22:01:02.000
2020-05-20 22:01:02.000
2020-05-20 22:01:02.000
2020-05-20 22:01:02.000
2020-05-20 22:01:02.000
2020-05-20 22:01:02.000

2020-05-20 22:01:02.000

v

Incident Id

Detected (LCT)

2020-05-29 09:20:28.000
2020-05-29 09:20:28.000
2020-05-29 09:20:28.000
2020-05-29 09:20:28.000
2020-05-21 16:06:37.000
2020-05-21 16:06:37.000
2020-05-21 16:06:37.000
2020-05-21 16:06:37.000
2020-05-21 16:06:37.000
2020-05-21 08:36:42.000
2020-05-21 08:36:42.000
2020-05-21 08:36:42.000
2020-05-21 08:36:42.000
2020-05-20 15:01:02.000
2020-05-20 15:01:02.000
2020-05-20 15:01:02.000
2020-05-20 15:01:02.000
2020-05-20 15:01:02.000
2020-05-20 15:01:02.000
2020-05-20 15:01:02.000
2020-05-20 15:01:02.000
2020-05-20 15:01:02.000
2020-05-20 15:01:02.000
2020-05-20 15:01:02.000

2020-05-20 15:01:02.000
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DASHBOARD MONITORS § ACTIVITIES APPLIANCE SENTRY COMPLIANCE ) QERS

Incidents (Expanded View) & 2020-01-19 (UTC) to & 2020-02-19 (UTC) :

Security Intelligehce Home An Operation across EXPAND was detected

Create [INNENEGEGEGE 241
Write

Purge
Rename

Since last log on (14 days) v

5.29.2020 at 9:17AM by QA.DENNIS 1T 2 3 4 5 6 7 8 9 10 M1 12 13 14

e Incident Id &

O Incident Id File Name Operation Client Program Target Host User Subject User Number Record LCT Detected (UTC v

2 TACQ2 SWADKNY1 77YCIWNNNA \AC ~DE/ ECVCTE CVC A - Q3 crmt 2799 YC elawiala 71 NQCIAT £I22CCEL al9rLk ] == 17|
2/U5595 SWORKO1.ZZXSWO01.EMSOUT CREATE WX.3SYSTEM.SYSS51.TACL \ES T 196: SCOT 222,25 2020-05-21 09:52:47.623556 2UZL0-US-2 6:53
- — = - Tals o~ o B AW S ala — Yinle - - = — = = = p— e a1® k= A - =1 ol = aTal=T= -~ - = - =~ A =, —_ = - =
2/05Y SWORKO1.ZZXSWOO01.TTEMPF _REAIE .3SYSTEM.SYSS5T.TACL EST11983 SCott 222,250 2020-05-21 09:52:44 535486 '020-05-21 16:53

ATREO T 1A 2 1alPdal, ==V NTA IS A 1 F i — — A BT = g A ADE VWWCAAIM =Y Y o \CC KFal=ks — = b T 1 a =Talksla a - T ) i RARECOLC = N ] ~ =
2 IS8/ SWORKO1.ZZXSWO01.SWCHE... CREATE K. 3Y.P44325 XYSWNODE \EST1983 SCOTT 222,250 2020-05-21 09:52:34.940685 2U20-U5-2 6:53:

-.; -—.. - I_:':' a-_- _: i J| i - - P | —.T r '.. ',l T I-. - LW .I-.- 1 ﬁ f - % - F-.I : A |. w & L J } .I N C . L J .-|- i J Rk F o T :— : { |_-:| '-I N —— L .I -.' -.l ; - — - - a - __- ‘F ) ": - - ™% , - ."l ."l C ' 4 - :I
270589 »WORKOD1.ZZXSWO001.XYSWQD CREATE \WX.3Y.PA445325 XYSWNODE \ES 119635 SCOTL 2Ll 2oV 2020-05-21 09:52:35.004842 2ZUZU-UD 6:5-
YTOC T/ SWADKN1 77YC\WAN \ AC M ~DLC A e CVCTEE CVWVCE A CCTI1Q02 cr bt 1" IC M"WAO0 A 291 Q2622 QT Taw ala L e
270574 SWORKO1.ZZXSWOO00.EMSOUT CREATE .ISYSTEM.SYSS51.TACL \EST1983 SCOLL 222 225U ZUZU-UD-2Z | UY.30.33.3539 /722 UZU-US- 0.3

Y TAC T SWIADKNT1 77YCIWAINNT T el rDE A ECVCTE WG L A ECT1QR 3 - s b B | = s la W | 1 s k=] o k= ; sl ot IMY L BE ==,
270572 sWORKO1.ZZXSWOOO.TTEMPF CREATE SSYSTEM.SYSS51.TACL EST1983 sCcoftt 222.250 2020-05-21 09:36:31.242102 2020-05-21 16:37
ool S\ ADWN1 77YC\AWNANN C\AIC ~DEC AW €V DAA2OC YWCIWA/NOIME CCT1002 p—— ~m SCO slaw ala T AG2CD2 QAT *13 e L ”« 737
270568 SWORKO1.ZZXSWOO0O.SWCHE... CREATE \A.2Y.FA445/.5. AYSYWINULE \CD> r L0 B SCOLL 222 . 25U 2020-05-21 09:36:23.9284/8 ZUZU-US-2 -
el RIAAIDKYNY 77YCWNINN YVWCAWAIN T DE A \Y €V DAA2OE YWCAAMMIOINOYE ECTI1QR2 crmt 197 QL slatwla L "] QAL A N1 2AEL67T T cC 71 s by
205 /U PYWURKU | .LLZZASYVUOUU AY SVVUIU CREATE WX.3Y.P44325 XYSWNODE \ED <S03 SCOTL 222,20 ZUZU-U0-2 | US.230.24.U1500 FAVVAVE N T b
NCOTOC <\ /C D FE2RACOTWA 11D A K \AIDIT \CCT10Q92 ¢CVC A CTVCO1 C1ID ~ Al AV + - “CC DCC slaw ala Y N1 +NQDC 19QND TN NE DN 16«40
206 /065 SVSUPP.C53469TW.DC PAK WRITE \ES 983.3S5YSTEM.SYSZ21.FUP VGALAXY LWIISO 2.0 2020-05-21 01:08:26.129020 ZUZU-UD-20U 15:10.:1
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268783 $VSUPP.C53469TW.DC11PAK  CREATE \EST1983.$SYSTEM.SYS21.FUP | \GALAXY twilson 255,255 2020-05-21 01:08:26.102867 = 2020-05-20 15:09:;

YA LV/TSI A TEL T A '-l 1 ] Di - E \EST104092 €CVWVC '*1._— ~ 11 L F oy, A \ A A N7 O 22°) 41°) TADMLNAE 17 ()21 0 6 RL°)TLT P20 NAE 11 16232
25474 PVISLA.TS674.EFIL RGE \EST1983.35YSTEM.5YS21.FL \GALAXY QA.AKOZLOV 232,121 2020-05-12 02:31:56.652757 2020-05- 6:33

DZLOV 232,121 2020-05-12 02:31:56.501094 2020-05-11 16:33:
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25473 SVTSLA.TS674.EFILE CREATE EST1983.9SYSTEM.SYS21.FUF \GALAXY QA.AKOZLOV 232,121 2020-05-12 02:31:56.014339 2020-05-11 1633
254733 SVTSLA.T5674.EFILE WRITE \EST1983.%SYSTEM.SYSTEM \GALAX QA.AKOZLOV 232,121 2020-05-12 02:31:56.203934 2020-05-11 16:33

25473 SVTSLA.T5674.EFILE CREATE EST1983.9SYSTEM.SYS21.FUF \GALAXY QAAKOZLOV 232,121 2020-05-12 02:31:56.014339 2020-05-11 16:337
254093 $VSUPP.C53185T.ZZXSWO000 PURGE \GALAXY.3SYSTEM.SYS27.TACL | \EST1983 SUPPORT.PCHUN 070,005 2020-05-08 12:47:23.985739 2020-05-08 19:50

254084 SVSUPP.C53185T.XYSWQD PURGE \GALAXY.$SYSTEM.SYS27.TACL  \EST1983 SUPPORT.PCHUN 070,005 2020-05-08 12:47:25.79/306 2020-05-08 19:48
254086 $VSUPP.C53185T.XYTMFD PURGE \GALAXY.3SYSTEM.SYS27.TACL \EST1983 SUPPORT.PCHUN 070,005 2020-05-08 12:47:23.840524 2020-05-08 19:48::
254088 $VSUPP.C53185T.XYUSSW PURGE SALAXY.3SYSTEM.SYS2/7.TACL | \EST1983 SUPPORT.PCHUN 070,005 2020-05-08 12:47:23.882275 2020-05-08 19:48
254090 $VSUPP.C53185T.ZZSANO1 PURGE SALAXY.SSYSTEM.SYSZ27.TACL EST1983 SUPPORT.PCHUN 070,005 2020-05-08 12:47:23.935390 2020-05-08 19:48::
254044 »VSUPP.C53185T.XF0020 PURGE GALAXY.SSYSTEM.SYS27.TACL @ \EST1983 SUPPORT.PCHUN 070,005 2020-05-08 12:47:22.832567 2020-05-08 19:48:
254046 $VSUPP.C53185T.XFO021 PURGE \GALAXY.3SYSTEM.SYS27. TACL | \EST1983 SUPPORT.PCHUN 070,005 2020-05-08 12:47:22.872969 2020-05-08 19:48
254048 $VSUPP.C53185T.XF0022 PURGE \GALAXY.3SYSTEM.SYS27.TACL  \EST1983 SUPPORT.PCHUN 070,005 2020-05-08 12:4/7:22.913116 2020-05-08 19:48:
7541050 SVSUIPP.CS3TRST XYRCHD PUIRGE \GATAXY SSYSTEM . SYS? 7. TAC] \FSTT983 SUPPORT.PCHUIN 0 70.005 JO0720-05-008 12747777 950135 07005008 197487

Viewing 1-25 of 702 Last 25 v




